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SUMMARY

The Supreme Court of Virginia holds that Matthew Keil has no remedy under the Virginia Freedom of

Information Act for the withheld internal-affairs records. It reverses the lower courts’ ruling under the

Government Data Collection and Dissemination Practices Act, concluding that Keil is a data subject

because the records may be located by reference to his name, personal number, or other identifiable

particulars. The case is remanded for in camera review and disclosure of personal information

concerning Keil, subject to redaction of unrelated material.
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QUESTIONS PRESENTED
1. Whether Keil had a remedy under the VFOIA for the withheld internal-affairs records.

2. Whether Keil was a data subject under the Government Data Collection and Dissemination Practices Act
when the requested records were not formally indexed by his name but could reasonably be located by
searching restricted internal-affairs files for his name, personal number, or other identifiable particulars.

3. Whether the withheld records must be reviewed in camera to determine which portions contain personal

information subject to Keil's rights as a data subject.

HOLDINGS

1. Keil had no remedy under the VFOIA because the requested internal-affairs records were exempt from
disclosure under Code § 2.2-3706(B)(9).

2. An individual is a data subject when personal information is indexed or may reasonably be located under
the individual's name, personal number, or other identifiable particulars; formal indexing on a file folder

or use of a specialized search system is not required.

3. The Chesapeake Sheriff's Office violated the Government Data Act by refusing to provide Keil access to

internal-affairs records related to his challenged actions or inactions as a supervising deputy sheriff.

4. The case must be remanded for in camera review of the withheld records to determine whether they
contain personal information subject to Keil's rights as a data subject, with nonresponsive material

redacted before review or access.

KEY QUOTATIONS

“If a record can reasonably be found using this information, it should be found.” (at 9)

“It is no excuse to say that the individual’s name, number, or other identifiable particular is not printed on a

file folder label, sticky note, bookmark, index card, or color-coded tag.” (at 9)

FACTUAL BACKGROUND

Matthew Keil, a Chesapeake sheriff's deputy who supervised deputies involved in a jailhouse incident, was
demoted after an internal-affairs investigation. He requested documents, reports, videos, photographs, and other
records concerning the incident under the VFOIA and Government Data Act. The Chesapeake Sheriff's Office
produced his personnel file but withheld internal-affairs materials, which were maintained separately from
personnel files and were not formally indexed by employee name. The Sheriff testified that the records were kept
in restricted internal-affairs files and could be located by examining the files for references to Keil.

PROCEDURAL HISTORY

After Keil was demoted following an internal-affairs investigation, he sought related records from the
Chesapeake Sheriff's Office under the VFOIA and Government Data Act. The general district court ruled against

him, and the circuit court denied his requests, concluding that the records were exempt under the VFOIA and



that Keil was not a statutory data subject under the Government Data Act. The Court of Appeals affirmed,
holding that Keil was entitled to no relief under either statute. The Supreme Court of Virginia affirmed the

VFOIA ruling, reversed the Government Data Act ruling, and remanded for in camera review.
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REMAND INSTRUCTIONS

The case is remanded to the Court of Appeals of Virginia for further remand to the circuit court. The circuit court
must review in camera the records withheld by the Chesapeake Sheriff's Office, determine which portions
contain personal information subject to Keil's rights under Code § 2.2-3806, redact matters that do not directly or
indirectly contain personal information about Keil before review or access, and adjudicate ancillary matters

necessary to bring the case to closure.
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