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SUMMARY

The Michigan Court of Appeals affirmed the trial court’s order suppressing evidence obtained from
Kenneth McDonald’s cell phone. The court held that the search warrant lacked sufficient particularity
and failed to establish an adequate nexus between the broad categories of digital data sought and
suspected criminal conduct. The court also concluded that the good-faith exception to the exclusionary

rule did not apply because the warrant was facially deficient.
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DISPOSITION affirmed

PROCEDURAL POSTURE The prosecution appealed by leave granted, following a Michigan

Supreme Court remand, from the trial court's order suppressing data

obtained from McDonald's cell phone.

STANDARD OF REVIEW The ultimate decision on a motion to suppress based on an alleged
constitutional violation is reviewed de novo. Factual findings from a
suppression hearing are reviewed for clear error, and application of
law to those facts is reviewed de novo.
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QUESTIONS PRESENTED

1. Whether the search warrant for McDonald's cell phone satisfied the Fourth Amendment and Michigan

Constitution's particularity requirement.

2. Whether the good-faith exception to the exclusionary rule rendered the evidence admissible despite the

warrant's constitutional deficiencies.

3. Whether portions of the warrant could be severed so that some cell-phone data could be admitted.

HOLDINGS

1. The warrant was constitutionally invalid because it authorized an essentially unrestricted search of
McDonald's cell-phone data without identifying the offense under investigation, establishing a sufficient
nexus between the data sought and suspected criminal conduct, or limiting the search by relevant data

categories or time periods.

2. The good-faith exception to the exclusionary rule did not apply because the warrant was so facially
deficient in particularity that executing officers could not reasonably have presumed it valid.

3. The Court declined to sever portions of the warrant because the prosecution failed to provide an
adequately briefed severance analysis showing that valid categories were distinguishable from invalid
categories and constituted the great part of the warrant.

KEY QUOTATIONS

“As in Carson, the search warrant in this case was insufficient to satisfy the particularity requirement of the
Fourth Amendment because it essentially authorized the collection of all data from McDonald’s phone since
the phone’s first use.” (at 8)

“Such deficiencies run directly contrary to the core protections of the Fourth Amendment, which exist to

prevent precisely this type of unfettered governmental intrusion.” (at 11)

FACTUAL BACKGROUND

Kenneth McDonald and his wife, Grace, found Grace's mother, Stella Maltese, dead in her home with a cord
around her neck. McDonald and Grace initially stated that they had been at home during the period when
surveillance footage indicated that the van they used had returned to the area of Maltese's home. Police also
observed marks on McDonald's hands that appeared consistent with pressure from the cord. A search warrant
authorized extraction of an extensive range of data from McDonald's cell phone, including location data,
communications, photographs, videos, e-mails, calendar information, Internet history, and information from

installed applications.

PROCEDURAL HISTORY

McDonald was charged with second-degree murder and moved to suppress cell-phone data obtained under a

search warrant. After an evidentiary hearing, the Macomb Circuit Court ruled that the affidavit and warrant



failed to establish a sufficient nexus to criminal conduct and lacked particularity, and it suppressed the evidence.
The Court of Appeals initially denied the prosecution's application for leave to appeal. The Michigan Supreme
Court remanded the matter for consideration as on leave granted. The Court of Appeals affirmed the suppression

order.
DISPOSITION

affirmed
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