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SUMMARY

The United States District Court for the Northern District of Iowa considers A.Y. McDonald
Industries’ motion to dismiss claims arising from a January 2025 data breach involving current and
former employees’ personal information. The court predicts that Iowa’s economic loss rule bars the
plaintiff’s negligence claim, but concludes that the plaintiff plausibly pleaded implied-contract and
unjust-enrichment claims at the motion-to-dismiss stage.
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DISPOSITION other

PROCEDURAL POSTURE Defendant moved under Federal Rule of Civil Procedure 12(b)(6) to
dismiss a removed putative class action asserting negligence, breach of
implied contract, and unjust enrichment arising from a data breach.

STANDARD OF REVIEW On a Rule 12(b)(6) motion, the court accepts well-pleaded factual
allegations as true, draws reasonable inferences in the plaintiff's favor,
and determines whether the complaint states a facially plausible claim
for relief. The court may dismiss a claim that lacks a cognizable legal
theory.

PRECEDENTIAL VALUE Unpublished federal district court memorandum opinion; persuasive
rather than binding precedent, except as to the disposition between
these parties.
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QUESTIONS PRESENTED

1. Whether Iowa's economic loss rule bars Stokes's negligence claim arising from the alleged theft of
personal data.

2. Whether Stokes plausibly alleged the existence and breach of an implied contract requiring A.Y.
McDonald Industries to safeguard employee personally identifiable information.

3. Whether Stokes plausibly alleged unjust enrichment based on the company's alleged retention of funds
that should have been used for data-security measures.

HOLDINGS

1. Under Iowa law, the economic loss rule bars Stokes's negligence claim because the alleged injuries
arising from the data breach, including diminution in the value of personally identifiable information,
emotional distress, lost time, loss of privacy, and mitigation expenses, are not sufficient to take the claim
outside the rule.

2. Stokes plausibly alleged that an implied contract existed under which A.Y. McDonald Industries agreed
to safeguard employees' personally identifiable information, and the complaint sufficiently alleged
consideration at the pleading stage.

3. Stokes plausibly alleged breach of the implied contract because he identified specific security measures
A.Y. McDonald Industries allegedly failed to employ, including encryption and deletion of former
employees' personally identifiable information.

4. Stokes plausibly alleged unjust enrichment in the alternative to his implied-contract claim because he
alleged that A.Y. McDonald Industries received benefits associated with his labor and retained funds that
should have been used for data-security measures.

KEY QUOTATIONS

“To survive a motion to dismiss, a complaint must contain sufficient factual matter, accepted as true, to “state
a claim to relief that is plausible on its face.””

“In other words, the data breach itself is not proof that a defendant failed to comply with applicable legal and
industry standards.”

FACTUAL BACKGROUND

A.Y. McDonald Industries required its employees to provide personally identifiable information, including
names, birth dates, Social Security numbers, and bank and routing account numbers, and retained information
belonging to current and former employees. An unauthorized third party accessed the company's network in



January 2025, after which the company sent notices stating that the potentially affected files contained such
information. Stokes alleged that the company failed to use appropriate security measures, including encryption
and deletion of former employees' information, and asserted negligence, breach of an implied contract to
safeguard the information, and unjust enrichment.

PROCEDURAL HISTORY

Stokes filed a putative class action in the Iowa District Court for Dubuque County on November 10, 2025. A.Y.
McDonald Industries removed the action to the Northern District of Iowa under the Class Action Fairness Act.
The court granted the motion to dismiss as to the negligence claim and denied it as to the implied-contract and
unjust-enrichment claims.
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