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SUMMARY

The Oregon Supreme Court held that accessing the internet through a public Wi-Fi network does not

eliminate a person’s privacy right under Article I, section 9, of the Oregon Constitution. It further held

that terms-of-service provisions did not eliminate that right and that the coordinated, year-long

monitoring of the defendant’s internet activity by the Wi-Fi provider and law enforcement constituted

state action and a search. Because the state obtained no warrant and did not establish a warrant

exception, the court reversed the Court of Appeals in part, reversed the circuit court’s judgment, and

remanded.
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Defendant sought review of the Oregon Court of Appeals' decision
affirming the denial of his motion to suppress evidence obtained
through warrantless monitoring of his internet activity over a public
Wi-Fi network. The Oregon Supreme Court reversed in part and

remanded.

The denial of a motion to suppress is reviewed for errors of law, with
factual findings binding when supported by constitutionally sufficient

evidence.
Published Oregon Supreme Court opinion; precedential.
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QUESTIONS PRESENTED

1. Whether a person retains a privacy right under Article I, section 9, of the Oregon Constitution in internet

browsing activity conducted through a publicly accessible third-party Wi-Fi network.

2. Whether terms-of-service provisions notifying users that the network provider may monitor activity and

cooperate with law enforcement eliminate the user's Article I, section 9, privacy right.
3. Whether the coordinated year-long monitoring by A&W and law enforcement constituted state action.

4. Whether the warrantless monitoring constituted a search under Article I, section 9, and whether the state
established an exception to the warrant requirement.

HOLDINGS

1. The mere fact that a person accesses the internet through a public Wi-Fi network operated by a third

party does not eliminate the person's Article I, section 9, right to privacy in internet browsing activities.

2. Terms-of-service provisions informing a public Wi-Fi user that the provider may monitor network
activity or cooperate with law enforcement do not, by themselves, eliminate the user's Article I, section

9, privacy right in internet browsing activity.

3. A&W's owner and consultant acted as state agents during the year-long monitoring period because law

enforcement directed and supported their information-gathering activities.

4. The state-affiliated, year-long surveillance of defendant's internet activities invaded a protected privacy
interest and constituted a search under Article I, section 9. Because the state obtained no warrant and did

not establish an applicable warrant exception, the trial court erred in denying the motion to suppress.

KEY QUOTATIONS

“the mere fact that a person accesses the internet through a public network does not eliminate the Article I,
section 9, right to privacy that exists for one’s internet browsing activities.” (72)

“Accordingly, the state’s year-long surveillance of defendant’s internet activities was a search under Article I,
section 9.” (72)

“For Article I, section 9, Oregonians have a right to freedom from governmental scrutiny, even if they may

not have an expectation to freedom from potential third-party scrutiny.” (88)

“On this record, therefore, we conclude, as did the trial court, that the actions of A&W'’s owner and
consultant, from July 2018 until June 2019, were attributable to the state such that they were “subject to

constitutional restrictions on state searches and seizures.”” (99)

FACTUAL BACKGROUND

Defendant used a publicly accessible A&W restaurant Wi-Fi network from 2018 through 2019 to access the
internet. After A&W alerted law enforcement to suspicious activity, an A&W consultant, acting in coordination



with police, created user-specific logs and alerts and provided law enforcement with records of 255,723 webpage
visits and other unencrypted internet traffic over approximately one year. Police used the information to identify

defendant, locate his home, obtain a warrant, and seize a laptop containing child pornography.

PROCEDURAL HISTORY

The Lane County Circuit Court denied defendant's combined motion to controvert and suppress, concluding that
defendant lacked a protected privacy interest in his use of A&W's Wi-Fi network, and convicted him after a
stipulated-facts trial. The Court of Appeals affirmed the ruling that no constitutionally protected privacy interest
or search existed under the circumstances, although it separately reversed on a ground not presented for review.
The Supreme Court allowed review, reversed the Court of Appeals in part and reversed the circuit court

judgment.
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REMAND INSTRUCTIONS

The case is remanded to the Lane County Circuit Court for further consideration of defendant's combined motion

to controvert and suppress in light of the Supreme Court's holding that the year-long warrantless surveillance
was a state search.
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